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Given the increasing risks to and value of company data,
and the corresponding requirements for companies that
handle data, cybersecurity is an important responsibility
of employeesi whi ch starts even bEl

- As a department, Human Resources is a key player in 2
Important areas of cybersecurity:

. Appropriately establishing and communicating those
responsibilities among employees generally

. Assisting managers in communication and enforcement among
their particular employees/groups i
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- Protection against unauthorized access to or use of
assets via electronic means

-Not | i mited to whacaihgowe t
- Fraud Prevention
. Misuse of Appropriate Access

- Important in Personal and Professional Contexts
. Personal/Professional Distinction May Blur
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Protection Against What?

- Phishing 7 using a fraudulent request or website to
defraud someone

- Spearphishing i a type of phishing that uses particular
iInformation about the individual target

- Spoofing T sending an e-mail that appears to be from
one site but is actually from another

- Hacked e-maills from legitimate addresses
- Loss or theft due to inside actors (e.g. employees)
. NOT ALL REQUI RE JUSHHELR!S O
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Protection Against What?

- Phishing T using a fraudulent request or website
to defraud someone

- Spearphishing i a type of phishing that uses
particular information about the individual target

- Spoofing T sending an e-mail that appears to be
from one site but is actually from another

- Hacked e-mails from legitimate addresses
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- Ransomware T a malicious program that encrypts
files on a system

- It may lock a user out of a device or block access to
files, requiring a ransom be paid
- Many variants with different capabilities
. Some may post files to the internet if ransom not paid
. More ransoms paid in Bitcoin

. No guarantee of file decryption if ransom paid
From nCybersecurity in the Healthcare I ndust rje
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. Commercilal Value
. Personal Information
. Company Information

. Personal Satisfaction

. Soclal Outrage

- Individual Embarrassment
- Ashley MadisonT NOT E: Dono6t rely solely d@n
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Personal Information -> Healthcare

~ 20% of US GDP, with approximately 35 million hospital
admissions per year; many times that in outpatient encounters

Result T unprecedented amount of data

10X more valuable than credit card information on black market (~$20@)

Patient ID, billing records, clinical information to support billing often
targeted

. From ACybersecurity in the Healthcare I ndustry R

Company Information -> Nonpublic Deals

August 20157 SEC announced fraud charges re: hackers using

nonpublic information to generate >$100 million in trading profits
. From ASex, Money TaReaemiCryderrs efcaurr iRwbl i ¢ Compani efs o

October 2016 7 DOJ charged three individuals for hacking into law
firms for nonpublic information; ~$4 million in profits generated
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. Result

- Data breaches are occurring with alarming frequency and
significant costs in terms of responding to a data breach
and loss of business T and in many forms

- Yahoo - $350 million reduction in purchase price, GC

resigned without severance, no annual bonus/stock award
for CEO

. Walgreens - $1.4 million; 1 patient involved

. Nationwide 17 Plaintiffs found to standing to sue based on
Increased risk of harm and expense of mitigating possible
future damage
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